
Protect yourself against Fraud 

Fraud is an increasing problem according to the Canadian Anti-Fraud Centre. Mass marketing fraud was up 9 % in 2012 to 

$76 Million.  The good news is there are some things you can do to protect yourself against these criminals. 

Family Hoaxes 

Often referred to as the “Grandparent scam”, fraudsters target seniors by phone or e-mail telling them they (their 

alleged loved one) are in hospital and need funds to be wired. Often the “fake relative” pretends to be involved in an 

accident, in another country facing legal or return travel problems, claiming to be the victim of crime, in jail themselves 

or otherwise in trouble. They always need money quickly. The funds requested are usually wires or one way hard or 

impossible to trace transactions. 

Paying up front 

Never pay to get paid. If you are asked to pay fees relating to sending you a prize for an inheritance, a lottery or 

whatever, stop right there! An e-mail from a fraudster offering a prize, a job or something you have to pay for first 

results in a loss to the victim and the Fraudster braking off contact never to be heard from again. 

Paying back “Overpayments” 

If you are asked to return the excess amount of an “accidental” overpayment, you may be being setup to be defrauded 

of the amount you send. The original cheques are usually fake. This scams are prevalent on Kijiji, Craigslist, eBay, etc… 

and the fraudster usually asks you to send the merchandise anyway, deposit the cheque and send back the excess funds. 

The fraudster then disappears with your merchandise and the money before you discover the original cheque was a 

fraud. 

Know what you are buying 

If you are unfamiliar with a buyer or seller, be careful. They may ask for payment and not send the item(s) you paid for. 

They may provide inferior quality to the picture you made your purchase decision from if you buy something over the 

internet. Research the business. Checking with the Better Business Bureau can help establish legitimacy of the business. 

Phishing is the first step in Identity Theft 

Never respond to e-mails that purport to be from any financial institution asking you to input information they already 

have. If you receive an e-mail from what you think is your financial institution, call them (using the phone book, never 

the number they provide). Delete these e-mails. Phishers impersonate credit card companies, paypal, governments, 

financial institutions, charities, utility companies, etc….  Never reveal your credit card number, debit card, bank account, 

social insurance number, date of birth, personal questions and anything of a personal nature until you fully establish the 

legitimacy of the e-mail. It may be better to delete it and call the company to ensure you are safe rather than sorry. 

Never write down any numbers in your wallet or on cards. If you lose your wallet you will end up with possible problems. 

Make sure you shred any sensitive information from mail addresses, subscriptions, old bills, anything with your personal 

information on it. 

You can contact Equifax or Trans Union and inquire about verification of your credit history. They even provide a 

monitoring service. 

KCCU will never send any person a request for personal information by e-mail. For more information visit KCCU’s 

website. The [Fraud/Scam alerts] page is available at  http://www.kccu.ca/?q=node/93 

http://www.kccu.ca/?q=node/93

